Remove/Terminate Employee - Forward Email

Monday, July 27, 2009
2:31PM

Do the following and record the steps on the Exit InfoPath form

For external employee \\file\Docs\Data\FORMS\InfoPath\Field Representative\Exit

For internal employee \\file\Docs\Data\FORMS\InfoPath\Local\Exit

If an InfoPath form has not been created, make a copy of the most recently terminated employee's InfoPath form, and change the completed entires to match our
newly terminated employee.

Forward email to regional director
Logon to EXCHO1 server
1. Open "Exchange Management Console"
Open "Recipient Configuration"
Click "Mailbox"
Double click on user to change
Under the "general" tab:
a. Check the "Hide From Exchange Address Lists"
6. Under the "Mail Flow Settings" Tab:
a. Double click "Delivery Options "
b. Check "Forward to"
c. Browse for new recipient and select.
d. Putacheckmark in the 'Maximum recipients' box and a "0" in the field.
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" General I User Information I Address and Phone I Organization I Accaount I

Delivery Options

Send on behalf

Grant this permiszion to;

=P Add. .

Fonwarding addrezs

IV Fomward to:

Iicrossetti@housingservices.c:om Browse...

[~ Deliver message to both forwarding addiess and mailbox

Recipients limits

¥ M aximum recipients: IEI

e. OK
f. OK
7. Disable "Outlook Web App", "Exchange ActiveSync", and "Unified Messaging" for the user.
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//file/Docs/Data/FORMS/InfoPath/Field Representative/Exit
//file/Docs/Data/FORMS/InfoPath/Local/Exit

* General | Userlnformation | Addess andPhone | Organization | Account |

Member Of | E-Mail Addresses | Maibo Settings |
Mail Flow Setings Malbox Featres | Calendar Settings |
Properties Enable Disable
Feature | Status [
= | Dutlook. ‘wWeb App Dizabled
B Evchange ActiveSyne Disablad
Disabled
Enabled
ALIPOP3 Enabled
51 [MAP4 Enabled
* | Auchive Enabled

Description

To enable or dizable Unified Mezzagng for this mailbox, click 0K or Cancel In
the action pane, select "Enable Unified Messaging"' or "Disable Unified
Messaging'',

| Unified Messaging iz a premium feature and requires an Exchange Enterprise
Client Access License [CAL) to enable it for the madbox,

> | ok, I Cancel | Apply | Help ‘

8. Click "OK" to save your changes.
Note: If for some reason step 7 doesn't work, you can always run this manually:
Set-Mailbox -Identity "John Smith" -RecipientLimits 0
Set-CASMailbox -Identity "John Smith" -OWAEnabled:SFalse
Set-CASMailbox -Identity "John Smith" -ActiveSyncEnabled:SFalse

Remove from Lync System
1. Open Lync (Internet Explorer only) http://admin.housingservices.com
Username: Administrator
Password: {Corp Password}
Find user
Double click user
Remove information from "Line URI:"
Uncheck "Enabled for Lync Server"
Click the "Commit" button
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Reset password in AD
1. Remote into ADC.
2. Find user in 'Active Directory User and Computers' > housingservices.com > CHS Users.
3. Right-click on their name and choose 'Reset Password'.
4. Make the password the first letter of their first and last name, and 5175. Example: Nathan Caballero would be NC5175. <---ya jinxed me
a. If a VP needs access to the terminated employees email, place the new PW into an email and send to the employee's manager set the account to expire
in AD to expire in 30 days.

Remove user from all groups
1. Remote into ADC.
Find user in 'Active Directory User and Computers' > housingservices.com > CHS Users.
Right-click on user and choose 'Properties'.
Choose the 'Member Of' tab.
Remove all groups .
On the General Tab remove Telephone Number:
Click OK
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Hide in AD
1. Find userin AD
2. Dragand drop to "Terminated" folder

Attempt to Remotely Lock the Users PC (field reps)
1. Loginto LMI Central.
2. Open 'One2Many'. Open the plan "Plan for Terminate Employee".
a. UNCHECK whichever computer is currently selected and put a checkmark ONLY in the box for the computer being used by the terminated user.
b. Click 'Save and Continue'.
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http://admin.housingservices.com

c. Click 'Run Now'. When the computer eventually comes back online, LMI will run the task. You can log out of LMI now if you wish.
Note: This requires that the computer have access to DirectAccess, which their school may block. So, this may not do anything, in other words. Try it anyway.

VERIZON

1. Call 800-922-0204
When prompted use number to be changed.
Choose option 1 for business account
Choose option 4 for technical support
Billing Password 24748 (CHSIT)
Option 2 to change password
Note new password
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Change Name on Verizon Accont
1. Visit https://b2b.verizonwireless.com
2. Logon with your username and password
3. Under Account Maintenance type in wireless number
4. Choose "Update" above the user's name
a. First Name: Market
b. Last Name: 100, 150, 200, <---Market number where phone was being used
5. Click Submit

Delete account in UPS Campus Ship
1. Logon to https://www.campusship.ups.com/login?reasonCode=-1
Click on the "Administration" button at the top
On the Administration page click "Manage Users"
On the Manage Users page click "Delete Users"
On the Delete Users page click "Show All"
Check the box to the left of the user to be deleted
Click the "Delete" button at the bottom of the page
On the "Confirm User Deletion" page click the "Delete" button
Log out
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Remove access to FREP (field reps)
1. Open "frep" from H:\CHSApps
Click the "Field Rep. - Access" button
From the drop down under "Field Representative" choose the user to be removed
Highlight all of the markets assigned to that user
Click the "Revoke Access to Markets" button
Click the "OK" button on the "Markets have been successfully revoked." dialog box
Close the Frep utility
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Delete Account in Timberline (corporate employee)

Remove email addresses from copiers
Konica Minolta 7255 (BLUE COPIER)

1. You must manually do this, standing in front of the machine.
Konica Minolta 7255 (ACCOUNTING COPIER)

1. Visit http://192.168.10.56/goform/copier _en.html

2. Input Password: 7255

3. Click the ‘Scan transmission setting’ link.

4. Under 'Email Registration’, click the 'Entry List' button.

5. Checkmark terminated employees and then click the 'Delete’ button at the bottom of the page.
Konica Minolta C452 (RECEPTION COPIER)

1. Visit 192.168.10.52

2. Select the 'Administrator' radio button and click 'Login'.

3. Enter the password: 12345678

4. Click the orange Mailbox icon in the top-left corner.

5. Delete users that no longer work for us.

Perform the following one month after termination:
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1. Schedule a task in Outlook to remind you of this process.
2. Create pst of terminated user in Exchange.

3.

a. From "Exchange Management Shell" run the following command line cmdlet:
i. c:\windows\system32>New-MailboxExportRequest -mailbox "FirstName LastName" -filepath "\\itsan\TERMINATED PST
\firstletterlastname.pst"
b. To verify completion of pst creation run the following cmdlet: c:\windows\system32>get-mailboxexportrequest
i. Status should be "Completed"
c. See the example below of a successful export of .pst and successful verification

Get—Command
Get—ExComnand
that match a specific string: Help *{stringl>*
Get general help: Help
Get help for a cmdlet: Help {cmdlet name> or <{cndlet name> -7
Show quick reference guide: QuickRef
Exchange team blog: Get—ExBlog
Show full output for a command: {command> | Format-List

Tip of the day Hi6:
To get a list of all on an Exchange 2018 server vho are Unified Messaging—enabled. type:

$Mailboxes = Get—Mailhox
$Mailhoxes I PorEach { If($_.UmEnabled —Eg $Trued{$__Hamel}»

UERBOSE: Connecting to EXCHB1.ho ngservices.com
Connected to EXCH@1.houw ervic con.
[PE]1 C:\Windows“system32>New—MailboxExportRequest —mailbox “Ed Elliott" —filepath "~~\itsan“TERMINATED PS8T“eelliott.pst"

MName Mailbox Status

MailhoxExport housingservices.comsTerminated/Ed Elliott Queued

[PS]1 C:*\Windouws\systen32)>get—mailboxexportreguest

Mailhox Status

MailbhoxExport Completed
MailhoxExport housingservices.comsTerminatedsEd Elliott Completed
MailboxExport Completed
MailhoxExport Completed

[PS1 C:\Windows\system32D_

d. Completed mailbox requests aren't cleared automatically. You can remove fully or partially completed mailbox requests by using the Remove-
MailboxExportRequest cmdlet. For example, when you are done exporting your pst files, make sure to clean out the Completed requests by running:
Get-MailboxExportRequest -Status Completed | Remove-MailboxExportRequest
And then answer Yes to all Mailboxes that you're sure are completed. (Hint: find the .pst file in \\ITSAN\TERMINATED PST\ and make sure the file size
isn't still growing.)

In AD go into "Terminated" and right click and choose delete the user

a. If you receive an error like this...

Confirm Subtree Deletion

Object Son'ja Scott contains other objects. Are you
sure you want to delete object Son'ja Scott and all of
the objects it contains?

If wou cancel the running deletion, the objects deleted thus Far
will not be recovered.

WARMING: if wou select Use Delete Subtree server contral
check box, all objects within the subtree, including all
delete-protected objects, will be deleted, and the deletion
cannat be canceled.

[ Use Delete Subtree server contral Vfes | Mo |

b. ...itis likely due to the user's iPhone still being attached to the user account. You can find out if this is all it is by clicking on the 'View' menu in 'Active
Directory Users and Computers', and then 'Users, Contacts, Groups, and Computers as Containers'.

Active Directory Users and Computers

File  action | view Help

4= = ; Add/Remove Columns. ..

¥ |2 | Mer  Large Icons
¥ (2| M Small Icons
# | Pro List
# (2] 3er e Detail
# |2 | Shs
T Sys ¥ Users, Conkacts, Groups, and Computers as containers
o (37 Ter w Advanced Features

= 2 Filer Options. ..

7

] ' Custamize. ..

¢. Now, you can drill down through the user's container to see if there is something listed as iPhone. If so, you're good to delete this user - continue
through the warning message.

File  Action View Help
™~ e = 2 o -
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//itsan/TERMINATED PST/firstletterlastname.pst
//itsan/TERMINATED PST/firstletterlastname.pst
//ITSAN/TERMINATED PST/

File Action Vew Help
& [ g 2 = - = -
o | 2m|f0XRDdez=zHE DRI
2 Microsoft Exchange Security Groups _‘_] Name ITYE |
Program Data = iPhoneSApplCBQGWDWADROY msExchActiveSyncDevice
Service Accounts DO NOT DELETE
2| Sharepoint Security Groups
System
2| Terminated
= ?) Demeya McCann

Y EFE
X
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